
How To Use   
Microsoft 2008 Server   

With D‐Link DFL‐Series Firewall User Authentication Groups 
 

 Create a DOMAIN NAME in this 2008 server, or you can use current DOMAIN. How 
to create a DOMAIN in the 2008 server: 
A. Go to Start > Run > “dcpromo” command. 
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 Install NPS, please follow below instructions: 
A. Click start > Server Manager 
B. Select roles from the left hand panel 
C. Select Add Roles 
D. Click next on the welcome screen 
E. Tick the box labelled “Network Policy and Acces Services” then click next 
F. Read the summary and click next 
G. Tick the box labelled “Network Policy Server” then click next 
H. Review the installation summary then click install. 
I. A progress bar will display the progress of the installation; once the progress reaches 100% NPS 

is installed and running, click close to exit the wizard. NPS can be accessed via Start > 
Administrative tools > Network Policy Server 
 

 Configure NPS 
A. Click Start > Administrative tools > Network Policy Server to launch NPS  
B. Right click on NPS (local) and select “Register Server in Active Directory” and acknowledge the 

messages  
C.  Expand RADIUS Clients and Servers  

 
 
 
 
 
 
 
 
 



D. Right click RADIUS clients and select new RADIUS client. 

 
 

E. Go to “Network Policies”, Move Up “Connections to other access servers” Policy to top. 

 
 
 



F. Double click “Connections to other access servers” Policy and setup this policy. 

 
 

 



 
 

 



 
 

 
 
 
 
 
 
 



 
 

 
 
 
 
 
 
 
 
 
 

 



 
 
 
G. Go to Active Directory Domain Services > Active Directory Users and Computers > Users, 

right click “Users” and select New > User 
 

H. Setup this User: 

 



 
 

 



 

 
 
 

 Setup DFL-Firewall RADIUS Server. 

 
 
 



 Setup DFL Firewall User Authentication Rule. 

 
 

 
 



 
 

 Setup D-Link Firewall IP Rules 

 
 


