How To Use
Microsoft 2008 Server
With D-Link DFL-Series Firewall User Authentication Groups

® Create a DOMAIN NAME in this 2008 server, or you can use current DOMAIN. How
to create a DOMAIN in the 2008 server:

A. Go to Start > Run > “dcpromo” command.

jerfon x

== Typethe name of a2 pregram, folder, document, orlnternet
resource, and Windows will open it for you.

Open: I dcpromo j

'f.' This task will be created with administrative privileges,

OK Cancel Browse... |

Active Directory Domain Services binaries are
being installed. Please wait. The Active Directony
Domain Services Installation VWizard will open
automatically once the binares have been
installed




C.

@ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Dinectory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controlier. To conttinue, click Neat.

Leam more about the Sdditional cptions that are
lable in advanced mode instalation.

More about Active Directory Domain Services

@ Active Directory Domain Services Installation Wizard 5['

Operating System Compatibility l
k‘ﬂomved sacurity settings in Windows Server 2008 affect older versions of L=
v nn-:a WS

o wMummmmammmd&ﬂfwﬂn
security setting named “Alow cryptogr le with Windows NT
40" mmpmmmmwwmwnmmsua"m from
using weaker NT £.0 styls cryptography algorthms when establishing sacurtty channel
mmmmmmm.k;m&&;m

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB “clients” andnawukmgmge (NAS) devices that do not support
stronger Some: on clients running versions of
Windows earlier than Vista with Sewvice Pack 1 2re also impacted, including domain
join oparatiors pafommead by the Active Diractory Migration Tool or Windows
Deploymant Services.

For more information about this setting, see Knowledoe Base article 942564
Ihitp://go microsoft com.fwlink. PLink|d=104751).

< Back CEG'? Concel |




TSI

@l Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
kﬁammmmahmmm‘hmswmmd




X
Domain NetBIOS Name z | :
This is the name that users of earier versions of Windows will use to idertify the ==
new domain, A

The wizard generates a default NetBIOS name. This wizard page appears only f you
have selected advanced mode or the wizard has detected a conflict with the default
name.

Elur;;aeptthenmhuhasbaengmedb,hmwdorwanewnmw
then

Domain NetBIOS name:

x|
Set Forest Functional Level 2 |
Selact the forest functional level LELES
.
Forest functional level.

2

bu’vicufutmsﬂadauwailabknw 2000 Server. ff you have domain

controllers running later versions of Windows Server. some ad i features wil
not be available on those domain controllers while this forest is at the Windows
2000 functional level.

Mare about domain and forest functional levels

< Back Next > Cancel |




Active Directory Domain Services Installation

Additional Domain Controller Options

[V DNS server
= [Globe

catalog

Addtional information:

Select additional options for this domain controller,

I” Read -anly domain conjalie (HODE]

cannot be an RODC.

The first domain controller in a forest must be a global catalog server and

We recommend that you install the DNS Server service on the first domain
{controller.

=l

v DNS server

| Global catalog

s Flead-only domain conjial
Addtional information:

The first domain controller i
cannot be an RODC.

We racommend that you in
|controller.

More about gdditional dome

Select addtional options for this domain controller.

A delegation for this DNS server cannot be created because the
authoritative parent zone cannot be found or it does notrun
Windows DNS server, If you are integrating with an existing ONS
infrastructure, you should manually create 2 delegation to this
DNS server in the parent zone to ensure relable name rasolution

from outside the domain diink-e2es.com. Othenwise, no action is
required.

Do you want to continue?




@1 Active Directory Domain Services Installation Wizard

Location for Database, Log Files, and SYSVOL
Spacify the foldars that will contain the Active Dirsctory domain controllar
database, log files, and SYSVOL,

@ Active Directory Domain Services Installation Wizard




@1 Active Directory Domain Services Installation Wizard i x|
Summary =
(= =)
-
Review your selections:

Options:

To change an option, click Back. To begin the operation, click Nexd.

These settings can be exported to an answer file for use with
other unattended operations.
Mare about ysing an snewer fie

this server as the first Active Directory domain controller in a new forest.  «
new domain name is dink-s2es.com. This is also the name of the new forast.
NetBIO'S name of the domain is DLINK-EZES
Functional Leval: Windows Server 2008

in Functional Leve!:
: Diefault-First-Ste-Name

Vindows Server 2008
=l

Review your selections:

this server as

Active Directory Domain Services Installation Wizard

The wizard is configuing Active Directory Domain Services. This process can take
from & faw minutas to several hours. dapanding on your environment and the options

that you selected.

Wating for DNS instaliation to finish

_ e |
~ Hebootoncmﬂw-l




® [nstall NPS, please follow below instructions:

Click start > Server Manager

Select roles from the left hand panel

Select Add Roles

Click next on the welcome screen

Tick the box labelled “Network Policy and Acces Services” then click next

Read the summary and click next

Tick the box labelled “Network Policy Server” then click next

Review the installation summary then click install.

A progress bar will display the progress of the installation; once the progress reaches 100% NPS
is installed and running, click close to exit the wizard. NPS can be accessed via Start >
Administrative tools > Network Policy Server

TIOMmMOOw>

® Configure NPS

A. Click Start > Administrative tools > Network Policy Server to launch NPS

B. Right click on NPS (local) and select “Register Server in Active Directory” and acknowledge the
messages

C. Expand RADIUS Clients and Servers
E.nServer Manager

File Acton View Help

&= 2T HiE
_:'iﬁ Server Manager (SRV2008)
= _ED Roles
= %-_E Active Directory Domain Services
: Active Directory Users and Computers
Eﬂpnr Active Directory Sites and Services
H 2 DNS Server
= ﬁk Metwork Policy and Access Services
= € 1Ps (Local)
B | RADIUS Clients and Servers
3 RADIUS Clients
_ j_':_] Remaote RADIUS Server Groups
= J Policies
Connection Reguest Policies
| Metwork Policies
| Health Policies
ﬁ Metwork Access Protection

RS Accounting




D. Right click RADIUS clients and select new RADIUS client.

Hew RADIUS Client ]

¥ Enable this RADILUS client

X

— Mame and Address
Eriendhy name;

|DFL-1600
Address {IF or DNS):
[192.168.1.1

:

—Vendar
Specify BADIUS Standand for most RADHUS clients, or select the BADIUS client
vendor from the ligt.

Wendor name:

|RADIUS Standard

&

— Shared Secret
To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-senstive.

i+ Manual

" Generate

Shared secret:

Confirm shared secret;

— Additional Options

[T RADIUS client is NAP-capable

[T Access-Request messages must contain the Message-Authenticator attribute

QK I Cancel

E. Go to “Network Policies”, Move Up “Connections to other access servers” Policy to top.

iﬁ Server Manager (SRYV2003)
=] 5) Roles
= ﬁ Active Directory Domain Services
: Active Directory Users and Computers
[l Active Directory Sites and Services
8 DNS Server
= 3& Metwaork Policy and Access Services
= @ NPS {Local)
B[] RADIUS Clients and Servers
5 RADIUS Clients
ﬁ Remote RADIUS Server Groups
B [Ef policies
J Connection Request Policies
= Network Policies
7] Health Policies
§ Metwork Access Protection
B accounting

Network Policies

¢ Metwork policies allow you to designate who is authorized to connect to the networle and the cinrcumstances under which they can or cannot
| connect.

Enabled 3533538
Enabled 339335

Grant Access  Unspecified

éﬁCDnnedions to Microsoft Routing and Remote Access server Deny Access  Unspecified

>




F. Double click “Connectlons to other access servers” Pollcy and setup this policy.
X

Overview |Condﬂions | Constraints | Settings |

Policy name:

— Policy State
If enabled, MPS evaluates this policy while performing authonization. i disabled, NP S does not evaluate this policy.

IV Palicy enabled

—Access Permission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. What is access permission?

(% Grant access. Grant access f the connection request matches this palicy.
' Deny access. Deny access f the connection request matches this policy.

™ lgnore user account dishin properties.

If the conmection request matches the conditions and constraints of this network policy and the policy grants access, peiform
authorization with network palicy only; do not evaluate the dialin properties of user accounts .

— Metwaork connection method
Select the type of network access server that sends the connection request to MPS. You can select either the network access server type
or Vendor specific.

% Type of network access server:

I Unspecified j

" Vendor specific:
10

Connections to other access servers Properties my : 1[
.Ovenriewl Conditions  Constraints |Seﬂings|

Configure the constraints for this netwark policy.
IF all constrairts are not matched by the connection request, network access is denied.

Allow access onty to those clients that authenticate with the specified methods.

7, ldl= Timeout EAF types are negotiated between MPS and the client in the order in which they are
i, Session Timeout It
EAP Types

| Called Station ID :
= rraeceil tiovells |

B Day and time restrictions

MAS Port Type I owe Diawn |

Add... el Hemove

Less secures authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-w2)
[T User can change passwoard after it has expired
[T Microsoft Encrypted Authentication (MS-CHAP)
[T User can change password after it has expired
[¥ Encrypted authertication {CHAR}
¥ Unencrypted authentication (PAP, SPAF)
7 Allow clierts to connect without negotiating an authertication method
[T Perform machine health check oy

’Tl Cancel Appli




Overview I Conditions I Constraints  Settings |
' Configurs the settings for this network policy.
i I conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:
BAINUS Abtriies To send additional attibutes to RADIUS clients, select a Yendor Specific attribute, and
@ Standard then click Edt. ¥ vou do not configure an attribute, it is not sent to RADILUS clierts. See
your RADIUS client documentation for required attributes.
NAP Enf t
L) nforcemen Hirbides:
|8 Extended State MNarme | wendor | Value
Routing and Remaote Access Vendor-Specific RADIUS Standard  authed
it!' Multilink and Bandwidth
Allocation Protocol (BAF)
T IP Filters
ﬁ Encrypticn
Qfg |P Settings
Add.. Edit... Hemave
QK I Canicel | Appli I

Add Vendor Specific Attribute |

To add an attribute to the settings, select the attibute, and then click Add.

To add a Vendor Specific attibute that is not listed, select Custom, and then click Add.

Vendor:

Al

Attributes:

=

MName

I Yendor

ISR-Tunnel-Switch-Endpaint
USR-Unauthenticated-Time
IISR-VPM-Encryptor
USR-VPMN-GW-Location-Id
LSR-VTS-Session-Key
Vendor-Specific

<

1.5, Robotics, Inc.
1.5, Robotics, Inc.
1.5, Robuotics, Inc.
1.5, Robuotics, Inc.
1.5, Robuotics, Inc.
RADIUS Standard

Descrption:

Specifies the support of propretary NAS features.

Add... Close




Attribute Information

Vendor-Specific Attribute Information




Configure VSA (RFC Compliant) i

x|

“endor-assigned attribute number;

[ =

Attribute format;
[ string |
Attribute value:
Iauthed
Ok | Conedl |
Connections to other accessserversProperties

.Ovanriewl Conditions I Constraints  Settings |

Corfigure the settings for this netwark palicy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
A At To zend additional attributes to RADIUS clients, select 3 WVendor Specific attribute, and
@. Standard then click Edit. i you do not configure an attibute. it is not sent to RADIUS clients. See

Network Access Protection
W, NAP Enforcement

B Extended State
Routing and Remole A

‘af* Multilink and Bandwidth
Allocation Protocol (BAF)

T IP Filters
&, Encryption
oy 1P Settings

your RADIUS cliert documentation for required attributes.

Atribites:
Mame | Vendor | Value
endor-Specific RADIUS Standard  authed

Edita Bemove

OK Cancel

Apply




Connections to other access servers Properties ] ] ] ll

 Dverview | Conditions | Constraints ~ Settings

Configure the settings for this netwark policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings;
RADIUS Attributes

The encryption settings are supported by computers running Microsoft Routing and

@ Standard Remote Access Service.

Vendor Specific If you use different network access servers for dial-up or VPN connections, ensure that
N k2 = . the encryptions settings you select are suppored by your servers.

5 MNAP Enforcement If Mo encryption is the onky option selected, traffic from access clients to the netwark

access server is not secured by encryption. This configuration is not recommended.
18 Extended State

Routing and Remole Access

3% Multilink and Bandwidth
Allocation Protocel (BAF) _ o )
[T Basic encryption (MPPE 40-bit)

T IFFilters I Strong encryption {(MPPE 56+it)
[ Strongest encryption (MPPE 128-hit)
gy |P Settings ¥ No encryption

0K Cancel Aeply

G. Goto Active Directory Domain Services > Active Directory Users and Computers > Users,
right click “Users” and select New > User

H. Setup this User:
PR

Remate control | Teminal Services Profile | COM+ |
Member Of | Dialin | Environment I Sessions I
Genersl | Address I Accourt I Profile I Telephones | Organization

z) bensan
r

First name:

Initials:

Last name: I

Ligplzy name: Ihensnn

Description: I

Office: I

Telephone number; I Other...

E-mail: I

Web page: I Other... |

QK I Cancel Zpply Help




benson Properties

benson Properties

Domain Users :ﬁfﬂc.mm#
RAS and IAS Servers diink.com./Users:




2
Remote cortrol | Teminal Services Profile | COM=

General | Address |.ﬁc:count | Prafile I Telephones | Orgarization
Member Of Enviranmeant | Sessions

~Network Access Pemmission
% Allow access
" Deny access
" Control access through NP5 Networks Policy

™ Veriy Caller-ID:
~ Callback Options
¥ No Callback
" Set by Caller (Fouting and Remote Access Service only)
" Mways Callback to:

| Assign Static IP Addresses

Define P addresses to enable forthis
Dialin connection.

Static|F Asddiesses . |

" Apply Static Routss

Define routes to enable for this Diglin Static Houtez.. |

connection.

X|

OK || Cancel [ ioph [ Heb

® Setup DFL-Firewall RADIUS Server.

e

2 DFL-1800

3 |y System
(] Objects
|8 Rules

1 Interfaces

|2 Routing
i@ IOF [ IS
(g User Authentication
a Local User Databazes
b aExtemal U=zer Databazes

i Eﬁkccnunting Servers

----- U=zer Authentication Rules
-4 Authentication Settings
| =4 Traffic Management

- g ZoneDefense

:f_}' General
Mame: |radius_srv
IP Address:  [192.168.1.100 v
it [1812
Retry Timeout: = seoonds
Shared Secret: E.uuu.m
Confirm Secret: |



Setup DFL Firewall User Authentication Rule.

< DFL-1600

Interfaces

4 Routing

@ DP/IPS

B \g User Authentication

; a Local Uzer Databases
a External User Databases
EAcccunting Servers

56 User Authentication Rules
L2 Authentication Settings
B-{=d Traffic Management

g ZoneDefenze

http_authed

%

Qs hﬂp authed
General - Log Settings F Authentication Options Accnunting ¥ Agent Options | Restrictions |
ﬁ:? General
Hame: .hl:tp_aul:hr:r:l
Authentication agent: H;I:|I'P e
Authentication Sourse: | RADIUS -
Interfzoe: .ianll LV
Onginator 1P: [all-nats W ﬂ For ¥Auth and PPP, this is the tunnel oniginater [P
Terminator [P {None] W
\5‘_}‘ Comments

The 1izer Authentication Ruleset specifies. frony whers users are afiowed to suthenticste to the system, and how.

~" General 4 Log Settings

ﬁ} General

Authentication Options

Accounting

AgentOptions | Restrictions

Select one or more Futhentication servers. Also select the suthentication method, which is vsed for encrypting the user password.

RADIUE servers

Awvzilsblz Selzoted
radius_srv
>}|
q:a:l
Move up I Move down-
LDAPR servers
Anzilsblz

Selected

M E

Move g I Mavedawn

RADIUS Method: L:lnencrypted passwaord .I:PA.F?]- .

Locsl User 08: | [Nome]

L



~ General | LogSeftngs | Authentication Options | Accounting | AgentOptions | Restrictions

ﬂ General

Sslect one or more sccounting servers, Also sslect the statistics for the suthenticated user that should be s=nt to the accounting sarv
Accounting servers

Availablz Selected

radius_acc_srv

&
E

Q User Statistics

¥ Bytes Sent [# Bytes Recsived
[¥ FPackets Sent [¥ Packets Received

p‘ Ensble reporting of the numbsr of s=conds the session lasted.

[¥ Support Interim Accounting
[T Server controlled value

Interim Valee: | £0g |sewnds The interval in seconds which the unit should send interim account

® Setup D-Link Firewall IP Rules

% authed_allow mI\IAT B3 lant E lan_authed E pppoe E all-nets a all_services
’_ NO_authed_sat _E"d SAT | SRR ‘@ 'F«_an;lnet & pppoe E_' all-nets anP-_s_er_\rﬁ:éﬁ-
3 MO_authed sat-allow mﬂll_aw Ed lan g laninet % pppoe E_ all-nets “ all_services

& w N -




