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1 CLI list

1-1  Multicast Filter
Multicast Filter Command Summary Table:
	ID
	Command Syntax
	Note

	1
	show limited_multicast_addr
	


1-1-1  show limited_multicast_addr
Purpose
Used to show the limited IP multicast address range for each port or VLAN.

Format
show limited_multicast_addr 
[ ports {<portlist>} | vlanid {<vlanid_list >} ] {[ipv4 | ipv6]}

Description

The show_limited _multicast_addr command allows you to display the multicast address range by port or by VLAN.

When the function is configured on a port, it limits the multicast groups operated by the IGMP or MLD snooping function and layer 3 functions. When the function is configured on a VLAN, it limits the multicast groups operated by the IGMP or MLD layer 3 functions.

If the ipv4 or ipv6 option is not specified, ipv4 is implied.
Parameters

	Parameters
	Description

	ports
	Specifies the range of ports that require information displaying about the multicast address filtering function.

	vlanid
	Specifies the VLAN ID of VLANs that require information displaying about the multicast address filtering function.

	ipv4
	Specifies to display the IPv4 multicast profile associated with the port.

	ipv6
	Specifies to display the IPv6 multicast profile associated with the port


Help message

Used to show the per-port or per-VLAN limited IP multicast address range.

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To show the limited multicast address range on ports 1 and 3:
	DES-XXXXS:admin#show limited_multicast_addr ports 1-4 

Command: show limited_multicast_addr ports 1-4
Port    : 1    
Access  : Permit 

Profile ID Name                                   Multicast Addresses 

---------- -------------------------------- ------------------------------- 

1            file1                                  225.0.0.1 

Port    : 2    

Access  : Permit 

No limited Multicast Address profile is configured 

Port    : 3 

Access  : Deny 

Profile ID Name                                   Multicast Addresses 

---------- -------------------------------- ------------------------------- 

1            file1                                  225.0.0.1 

Port    : 4  

Access  : Deny 

No limited Multicast Address profile is configured
DES-XXXXS:admin#


To show the limited multicast settings configured on VLAN 1:
	DES-XXXXS:admin#show limited_multicast_addr vlanid 1-4 

Command: show limited_multicast_addr vlanid 1-4
VLAN ID : 1   
Access  : Permit 

Profile ID Name                                   Multicast Addresses 

---------- -------------------------------- ------------------------------- 

1            file1                                  225.0.0.1 

VLAN ID : 2    

Access  : Permit 

No limited Multicast Address profile is configured 

VLAN ID : 3 

Access  : Deny 

Profile ID Name                                   Multicast Addresses 

---------- -------------------------------- ------------------------------- 

1            file1                                  225.0.0.1 

VLAN ID : 4  

Access  : Deny 

No limited Multicast Address profile is configured
DES-XXXXS:admin#


1-2  Internal temparature
Peripherals Command Summary Table:
	ID
	Command Syntax
	Note

	1
	show environment
	

	2
	config temperature trap state [enable | disable]
	

	3
	config temperature log state [enable | disable]
	

	4
	config temperature threshold {high < temperature m> | low < temperature n>}
	New added


1-2-1  show environment

Purpose

Used to show the current status of power(s) and fan(s) on the system.

Format 

show environment
Description

This command displays current status of power(s) ,fan(s) and temperature trap and log state on the system.
Note that the warning temperature is project dependent.

Parameters
None.
Help message

Used to display fan status, temperature ，power status and temperature log and trap state.
Restrictions

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples
To display the stacking device environment:
	DES-XXXXs:admin#show environment

Command: show environment

Temperature Trap State   : Enabled

Temperature Log State    : Enabled
High Warning Temperature Threshold(Celsius) :  90

Low Warning Temperature Threshold(Celsius)  : -20
Unit 1:
Internal Power      : Active
External Power      : Fail
Left Fan 1          : Speed Low (1000 RPM)
Left Fan 2          : Speed High (5000 RPM)

Left Fan 3          : Speed Low (1000 RPM)

Right Fan 1         : Fail
Right Fan 2         : Speed Low (1000 RPM)

Back Fan 1          : Speed 0
Back Fan 2          : Speed 0
Back Fan 3          : Speed 0
CPU Fan             : Speed High (5000 RPM)
Current Temperature(Celsius) : 32

Fan High Temperature Threshold(Celsius)     :  83

Fan Middle Temperature Threshold(Celsius)   :  70
Fan Low Temperature Threshold(Celsius)      :  60

Unit 2:
Internal Power      : Active
External Power      : Fail
Left Fan 1          : Speed Low (1000 RPM)
Left Fan 2          : Speed High (5000 RPM)

Left Fan 3          : Speed Low (1000 RPM)

Right Fan 1         : Fail
Right Fan 2         : Speed Low (1000 RPM)

Back Fan 1          : Speed 0
Back Fan 2          : Speed 0
Back Fan 3          : Speed 0
CPU Fan             : Speed High (5000 RPM)
Current Temperature(Celsius) : 32

Fan High Temperature Threshold(Celsius)     :  83

Fan Middle Temperature Threshold(Celsius)   :  70
Fan Low Temperature Threshold(Celsius)      :  60

DES-XXXXs:admin#


To display the standalone device environment:
	DES-XXXXs:admin#show environment

Command: show environment

Temperature Trap State   : Enabled

Temperature Log State    : Enabled
Internal Power      : Active
External Power      : Fail
Left Fan 1          : Speed Low (1000 RPM)
Left Fan 2          : Speed High (5000 RPM)

Left Fan 3          : Speed Low (1000 RPM)

Right Fan 1         : Fail
Right Fan 2         : Speed Low (1000 RPM)

Back Fan 1          : Speed 0
Back Fan 2          : Speed 0
Back Fan 3          : Speed 0
CPU Fan             : Speed High (5000 RPM)
Current Temperature(Celsius) : 32

Fan High Temperature Threshold(Celsius)     :  83

Fan Middle Temperature Threshold(Celsius)   :  70
Fan Low Temperature Threshold(Celsius)      :  60

High Warning Temperature Threshold(Celsius) :  90

Low Warning Temperature Threshold(Celsius)  : -20
DES-XXXXs:admin#


Note: the displayed information may be dependent on product. Fan temperature thresholds are dependent on product and not configurable.
1-2-2  config temperature trap
Purpose

Used to configure the warning temperature traps state.
Format 

config temperature trap state [enable | disable ]
Description

This command is used to configure the trap state for temperature warning event.
Parameters

	Parameters
	Description

	enable 
	Enable trap state for warning temperature event. 

	disable
	Disable trap state for warning temperature event.


Help message

Used to configure the warning temperature trap.
Restrictions

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples
To configure the warning temperature traps state:
	DES-XXXX:admin#config temperature trap state enable
Command: config temperature trap state enable

Success.

DES-XXXX:admin#


1-2-3  config temperature log
Purpose

Used to configure the warning temperature log state.
Format 

config temperature log state [enable | disable ]
Description

This command is used to configure the log state for temperature warning event.
Parameters

	Parameters
	Description

	enable
	Enable log state for warning temperature event.

	disable
	Disable log state for warning temperature event.


Help message

Used to configure the warning temperature log state.
Restrictions

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples
To configure the warning temperature log state:
	DES-XXXX:admin#config temperature log state enable
Command: config temperature log state enable

Success.

DES-XXXX:admin#


1-2-4  config temperature threshold
Purpose

Used to configure the warning temperature high threshold or low threshold.
Format 

config temperature threshold {high < temperature m> | low < temperature n>}
Description

This command configures the warning threshold for high and low temperature.
The temperature thresholds are dependent on product. When temperature is above high threshold or below low threshold, SW will send alarm trap and record a log if enabled.
Parameters

	Parameters
	Description

	high
	To configure high threshold value. m is the high threshold value and it is dependent on product. The high threshold must bigger than the low threshold.

	low
	To configure low threshold value. n is the low threshold value and it is dependent on product.


Help message

Used to configure the warning temperature.
Restrictions

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples
To configure the warning temperature threshold:
	DES-XXXX:admin#config temperature threshold high 80
Command: config temperature threshold high 80

Success.

DES-XXXX:admin#


1-3  IP Interface command list

IP Interface Command Summary Table:
	config ipif <ipif_name 12> 
[
{ ipaddress <network_address> 
| vlan <vlan_name 32> 
| proxy_arp [enable|disable] {local [enable|disable]}

| state [enable|disable] 

} 

| bootp 
| dhcp 

| ipv6 [ipv6address<ipv6networkaddr> | state [enable| disable]] 

| ipv4 state [enable | disable] 

| dhcpv6_client [enable|disable] 

| dhcp_option12 [hostname <hostname 63> | clear_hostname | state [enable| disable]] 

]


1-3-1  config ipif
Purpose
Configure an interface’s parameters.
Format
config ipif <ipif_name 12> 
[
{ ipaddress <network_address> 
| vlan <vlan_name 32> 
| proxy_arp [enable|disable] {local [enable|disable]}

| state [enable|disable] 

} 

| bootp 
| dhcp 

| ipv6 [ipv6address<ipv6networkaddr> | state [enable| disable]] 

| ipv4 state [enable | disable] 

| dhcpv6_client [enable|disable] 

| dhcp_option12 [hostname <hostname 63> | clear_hostname | state [enable| disable]] 

]
Description

Configure the parameters for an L3 interface. For IPv4, only the system interface can be specified to obtain an IP address. If the mode is set to BOOTP or DHCP, then the IPv4 address will be obtained through protocol operation. If you first configure the BOOTP or DHCP mode  , and then configure the IP address , the mode will change to the manual configured mode. For IPv6, multiple addresses can defined on the same L3 interface. For IPv4, multi-netting must be done by creating a secondary interface. If the mode is set to DHCPv6 client, then the IPv6 address will be obtained through protocol operation.
Note that IPv6 addresses are not allowed to be configured on a secondary interface.
The IPv4/IPv6 on an interface will be active if the admin state of the IPIF and the admin state of IPv4/IPv6 on this IP interface are enabled.

Only the system interface is allowed to set to DHCP mode and specify the DHCP option 12 setting. Specifying DHCP option 12 does not mean setting the interface to DHCP mode.
Parameters

	Parameters
	Description

	ipif_name
	The name of the interface.

	network_address
	To configure a network address on an interface. The address should specify a host address and the length of the network mask. Since an interface can only have one IPv4 address, the new configured address will overwrite the original.

	vlan
	Name of the VLAN where the IPIF is operated.

	proxy_arp
	Enable/disable the proxy ARP function. It is for IPv4 function.

	local
	This setting controls whether the system provides the proxy reply for the ARP packets destined for IP addresses located in the same interface as the received interface.

When the proxy ARP is enabled for an interface, the system will do the proxy reply for the ARP packets destined for IP address located in a different interface. For ARP packets destined for the IP address located in the same interface, the system will check this particular setting to determine whether to reply.

	bootp
	Use BOOTP to obtain the IPv4 address.

	dhcp
	Use DHCP to obtain the IPv4 address.

	ipv6networkaddr
	IPv6 network address. The address should specify a host address and length of the network prefix. There can be multiple IPv6 addresses defined on an interface. Thus, as a new address is defined, it is added on this interface.

	ipv6 state
	Specifies the admin state for IPv6 for the IP interface.

	ipv4 state
	Specifies the admin state for IPv4 for the IP interface.

	state
	Enable or disable the state of the interface.

	dhcpv6_client
	Enable/disable the DHCPv6 client function of the interface

	dhcp option12 hostname
	Specify the host name to be inserted in the DHCPDISCOVER and DHCPREQUEST message. The specified host name must start with a letter, end with a letter or digit, and have only letters, digits, and hyphen as interior characters; the maximal length is 63. 

	dhcp option12 clear_hostname
	To clear the hostname setting. If a host name is empty, the system name will be used to encode option 12. The length of the system is more than 63 characters. The superfluous chars will be truncated. If the system name is also empty, then the product model name will be used to encode option 12.

	dhcp option12 state
	Enable/disable insertion of option 12 in the DHCPDISCOVER and DHCPREQUEST message.


Help message

Used to configure the parameters for an L3 interface.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To configure interface_1’s IPv4 network address to 10.0.0.1/8:
	DES-3528:admin#config ipif Intface_1 ipaddress 10.0.0.1/8
Command: config ipif Intface_1 ipaddress 10.0.0.1/8
Success.
DES-3528:admin#


1-4  ACL Redirect
ACL Redirect Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config access_profile
	


1-4-1  config access_profile
Purpose
Used to configure access list entries.
Format
config access_profile 


[profile_id <value 1-14> | profile_name <name 1-32>] 


[



add access_id [ auto_assign | <value 1-128> ]



[




ethernet 




{





[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>}





|source_mac <macaddr> {mask <macmask>}





|destination_mac <macaddr> {mask <macmask>}





|802.1p <value 0-7>





|ethernet_type <hex 0x0-0xffff>




}(1)




|ip




{





[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>}





|source_ip <ipaddr> {mask <netmask>}





|destination_ip <ipaddr> {mask <netmask>}





|dscp <value 0-63>





|[






icmp {type <value 0-255>|code <value 0-255>}






|igmp {type <value 0-255>}






|tcp 






{







src_port <value 0-65535> {mask <hex 0x0-0xffff>}







|dst_port <value 0-65535> {mask <hex 0x0-0xffff>}







|flag [ all | { urg|ack|psh|rst|syn|fin}(1)] 






}






|udp 






{







src_port <value 0-65535> {mask <hex 0x0-0xffff>}







|dst_port <value 0-65535> {mask <hex 0x0-0xffff>}






}






|protocol_id <value 0-255> 






{







user_define <hex 0x0-0xffffffff> {mask <hex 0x0-0xffffffff>}






}





]




}(1)




|packet_content 




{





offset_chunk_1 <hex 0x0-0xffffffff>





|offset_chunk_2 <hex 0x0-0xffffffff>





|offset_chunk_3 <hex 0x0-0xffffffff>





|offset_chunk_4 <hex 0x0-0xffffffff> 




}(1)




|ipv6 




{





[






{







class <value 0-255>







|flowlabel <hex 0x0-0xfffff> 







|[








tcp 








{









src_port <value 0-65535> {mask <hex 0x0-0xffff>}









|dst_port <value 0-65535> {mask <hex 0x0-0xffff>}








}








|udp 








{









src_port <value 0-65535> {mask <hex 0x0-0xffff>}









|dst_port <value 0-65535> {mask <hex 0x0-0xffff>}








}





 ]




 }(1)




 |source_ipv6 <ipv6addr> {mask <ipv6mask>}




 |destination_ipv6 <ipv6addr> {mask <ipv6mask>}

  ]

  }(1)

 ]

 [

 
port [<portlist>|all] 

 
|vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] 

 ] 



[




permit 




{





priority <value 0-7> {replace_priority}





|[replace_dscp_with <value 0-63> 





|replace_tos_precedence_with <value 0-7>] 





|counter[enable|disable]





|redirect port <port>




} 




|mirror 




|deny 



] 



{




time_range <range_name 32>



}



|delete access_id <value 1-256>


]
Description

The config access_profile command is used to configure an access list entry.
When applying an access rule to a target, the setting specified in the VLAN field will not take effect if the target is a VLAN
Parameters
	Parameters
	Description

	profile_id
	Specifies the index of the access list profile. 1-14

	profile_name
	Specifies the name of the profile.

	access_id
	Specifies the index of the access list entry. The value range is 1-128, 

	
	vlan
	Specifies the VLAN name or VLAN id

	
	source_mac
	Specifies the source MAC address.

	
	destination_mac
	Specifies the destination MAC address.

	
	802.1p
	Specifies the value of the 802.1p priority tag. The priority tag ranges from 0 to 7.

	
	ethernet_type
	Specifies the Ethernet type.

	
	vlan
	Specifies a VLAN name.

	
	source_ip
	Specifies an IP source address.

	
	destination_ip
	Specifies an IP destination address.

	
	dscp
	Specifies the value of DSCP. The DSCP value ranges from 0 to 63.

	
	icmp
	type
	Specifies that the rule will apply to the ICMP Type traffic value.

	
	
	code
	Specifies that the rule will apply to the ICMP Code traffic value.

	
	igmp
	type
	Specifies that the rule will apply to the IGMP Type traffic value.

	
	tcp
	src_port
	Specifies that the rule will apply to a range of TCP source ports.

	
	
	dst_port
	Specifies that the rule will apply to a range of TCP destination ports.

	
	
	flag
	Specifies the TCP flag fields. 

	
	udp
	src_port
	Specifies the UDP source port range.

	
	
	dst_port
	Specifies the UDP destination port range.

	
	protocol_id
	Specifies that the rule will apply to the value of IP protocol ID traffic.

	
	
	user_define
	Specifies that the rule will apply to the IP protocol ID and that the mask options behind the IP header , which has a length of 20 bytes.

	
	packet_content
	Specifies the packet content for the user defined mask. 

	
	ipv6
	Specifies that the rule applies to IPv6 fields. This field is optional depending on the project.

	
	
	class
	Specifies the value of the IPv6 class.

	
	
	flowlabel
	Specifies the value of the IPv6 flow label.

	
	
	source_ipv6
	Specifies the value of the IPv6 source address.

	
	
	destination_ipv6
	Specifies the value of the IPv6 destination address.

	
	
	src_port
	Specifies the value of the IPv6 Layer 4 (TCP/UDP) source port.

	
	
	dst_port
	Specifies the value of the IPv6 Layer 4 (TCP/UDP) destination port.

	permit
	Specifies that packets matching the access profile are permitted by the switch.

	priority
	Specifies that the priority of the packet will change if the packet matches the access rule.

	replace_priority
	Specifies that the 802.1p priority of the outgoing packet will be replaced.

	replace_dscp_with
	Specifies that the DSCP of the outgoing packet is changed with the new value.

If using this action without an action priority, the packet will be sent to the default TC.

	replace_ tos_precedence_with
	Specifies that the IP precedence of the outgoing packet is changed with the new value.

If used without an action priority, the packet is sent to the default TC.

	counter
	Specifies whether the ACL counter feature is enabled or disabled.
This parameter is optional. The default option is disabled.

If the rule is not bound with the flow_meter, all matching packets are counted.

If the rule is bound with the flow_meter, then the “counter” is overridden.

	redirect port
	Specifies redirect port.

	deny
	Specifies that packets matching the access profile are filtered by the switch.

	time_range
	Specifies the name of the time range entry. 

	mask
	These options provide an additional mask for each field. This additional mask should be a subset of the field mask defined by the profile.


Help message

Used to config profile.

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

This example shows how to configure an access list. IP packets from the host with the IP address 20.2.2.3 to host with 10.1.1.252 received by the port 1:1 redirected to port 1:3. The configuration procedure is as below:
	DES-3710:4# config access_profile profile_id 2 add access_id 1 ip vlan default  source_ip 20.2.2.3 destination_ip 10.1.1.252 port 1:1 permit redirect port 1:3
Command: config access_profile profile_id 2 add access_id 1 ip vlan default  source_ip 20.2.2.3 destination_ip 10.1.1.252 port 1:1 permit redirect port 1:3
Success.

DES-XXXXS:4#


1-5  PPPoE Circuit ID Insertion
PPPoE Circuit ID Insertion Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config pppoe circuit_id_insertion state [enable | disable]
	

	2
	config pppoe circuit_id_insertion ports <portlist> 
{ circuit_id [mac | ip | udf <string 32> ]

| state [enable | disable] 
}(1)
	

	3
	show pppoe circuit_id_insertion
	

	4
	show pppoe circuit_id_insertion ports {<portlist>}
	


1-5-1  config pppoe circuit_id_insertion ports
Purpose
Used to configure port’s PPPoE Circuit ID insertion function.
Format
config pppoe circuit_id_insertion ports <portlist> 
{ circuit_id [mac | ip | udf <string 32>] 
| state [enable | disable] 

} (1)
Description

When the port’s state and the global state are enabled, the system will insert the Circuit ID TAG to the received PPPoE discovery initiation and request packet if the TAG is absent, and remove the Circuit ID TAG from the received PPPoE offer and session confirmation packet.
Parameters

	Parameters
	Description

	portlist
	Specifies a list of ports to be configured.

	state
	Enable/disable port’s PPPoE circuit ID insertion function

The default setting is enabled.

	circuit_id
	Configure the device ID part for encoding of the circuit ID option.

mac – Switch MAC address will be used to encode the circuit ID option.

ip – switch IP address will be used to encode the circuit ID option.

udf – A user specified string to be used to encode the circuit ID option. The maximum length is 32.

The default setting is IP.

	portlist
	Specifies a list of ports to be configured.


Help message

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To enable port 5 PPPoE circuit ID insertion function and use Host MAC::Switch IP::Host Port as circuit ID value.

	DES-XXXXS:4#config pppoe circuit_id_insertion ports 5 state enable

Command: config pppoe circuit_id_insertion ports 5 state enable

Success.
DES-XXXXS:4#


1-5-2  show pppoe circuit_id_insertion
Purpose
Used to show PPPoE circuit ID insertion status..
Format
show pppoe circuit_id_insertion
Description

This command will show PPPoE circuit ID insertion status
Parameters
None
Help message

Restriction
User level
Examples

	DES-XXXXS:4#show pppoe circuit_id_insertion
Command: show pppoe circuit_id_insertion
State: Disabled
DES-XXXXS:4#


1-5-3  config pppoe circuit_id_insertion state
Purpose
Used to enable/disable PPPoE circuit ID insertion function
Format
config pppoe circuit_id_insertion state [enable | disable]
Description

When the setting is enabled, the system will insert the circuit ID tag to the received PPPoE discover and request packet if the tag is absent, and remove the circuit ID tag from the received PPPoE offer and session confirmation packet.

The insert circuit ID will contain the following information: 

Client MAC address, Device ID and Port number.

By default, Switch IP address is used as the device ID to encode the circuit ID option.
Parameters

	Parameters
	Description

	state
	enable: enable the PPPoE circuit ID insertion on the Switch.

disable: disable the PPPoE circuit ID insertion on the Switch.

By default, the PPPoE is disabled.


Help message

Restriction
2-level administrator

3-level operator
Examples

To enable the PPPoE circuit insertion state:
	DES-XXXXS:4#config pppoe circuit_id_insertion enable
Command: config pppoe circuit_id_insertion enable
Success.


1-5-4  show pppoe circuit_id_insertion ports
Purpose
Used to show port’s PPPoE Circuit ID insertion function.
Format
show pppoe circuit_id_insertion ports {<portlist> }
Description

The show pppoe circuit_id_insertion ports command is used to display switch’s port PPPoE Circuit ID insertion configuration.

Parameters

	Parameters
	Description

	portlist 
	Specifies a range of ports to be displayed. 

	
	If no parameter specified, system will display the PPPoE Circuit ID insertion information for all ports.


Help message

Restriction
User Level
Examples

To display port 2-5 PPPoE circuit ID insertion configuration

	DES-XXXXS:4#show pppoe circuit_id_insertion ports 2-5

Command: show pppoe circuit_id_insertion ports 2-5

Port
State
Circuit ID 

----
---------
---------------------------------------------

 2
Disabled
Switch MAC   

 3
Enabled
UDF String (D-Link_DES-XXXX)
 4
Disabled
Switch IP   

 5
Enabled 
Switch MAC
DES-XXXXS:4#


1-6  SNTP
SNTP Command Summary Table:
	ID
	Command Syntax
	Note

	1
	show sntp
	

	2
	config sntp ipv6server {primary <ipv6addr>| secondary <ipv6addr>}(1)
	


1-6-1  show sntp
Purpose
Display the SNTP configuration..

Format
show sntp
Description

This command is used to display the current time source and configuration of SNTP.
Parameters
Npne
Help message

Used to display SNTP settings.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To show SNTP:
	DES-XXXXS:admin#show sntp 

Command: show sntp

     Current Time Source       : System Clock

     SNTP Status               : Disabled

     IPv4 Primary SNTP Server  : None

     IPv4 Secondary SNTP Server: None

     IPv6 Primary SNTP Server  : None

     IPv6 Secondary SNTP Server: None

     SNTP poll interval        : 720 sec
DES-XXXXS:admin#


1-6-2 config sntp ipv6server
Purpose
Configure the IPv6 server for the SNTP function..

Format
config sntp ipv6server {primary <ipv6addr> | secondary <ipv6addr> }(1)
Description

This command is used to configure the SNTP IPv6 server information.
Note: If both IPv4 and IPv6 servers are configured, the IPv4 server has the higher priority: System first connects to IPv4 primary server, if success, then update time of System (update RTC if present) and stop, if fail, it will check IPv4 secondary server, then IPv6 primary and IPv6 secondary.
Parameters
	Parameters
	Description

	primary
	SNTP primary IPv6 server address.

	secondary
	SNTP secondary IPv6 server address.


Note: If IP address is link local address, need special interface name after IP (For example: FE80::2%System means link local address FE80::2 at interface System), WEB use the same format.
Help message

Used to change the SNTP IPv6 server configuration.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure SNTP (primary IPv6 server: 1000::1, secondary IPv6 server: FE80::2%System):
	DES-XXXXS:admin#config sntp ipv6server primary 1000::1 secondary FE80::2%System
Command: config sntp ipv6server primary 1000::1 secondary FE80::2%System
Success.

DES-XXXXS:admin#


1-7  Power Saving
Power Saving Command Summary Table:
	ID
	Command Syntax
	Note

	1
	show power_saving { link_detection | length_detection | led | port | hibernation }
	

	2
	config power_saving led [ [add | delete] time_range <range_name 32> | clear_time_range ]
	

	3
	config power_saving port [<portlist>| all ] [ [add | delete] time_range <range_name 32> | clear_time_range ]
	

	4
	config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range ]
	

	5
	config power_saving mode { link_detection | length_detection | led | port | hibernation } [enable | disable]
	

	6
	config led state [enable | disable]

	

	7
	show led
	


1-7-1  show power_saving
Purpose
This command is used to display the setting of power saving function.
Format
show power_saving { link_detection | length_detection | led | port | hibernation }
Description

This command is used to display the setting of power saving function.
Parameters

	Parameters
	Description

	link_detection
	Display the link detection configuration of power saving.

	length_detection
	Display the length detection configuration of power saving.

	led 
	Display the port LED configuration of power saving.

	port
	Display the port configuration of power saving.

	hibernation
	Display the system hibernation configuration of power saving.

	
	If no parameter is specified, Display all configurations of power saving.


Help message

Used to display the setting of power saving function.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To display the setting of power saving function:
	DES-XXXXS:admin# show power_saving
Command: show power_saving
Link Detection State: Enabled
Length Detection State: Disabled

Power Saving Configuration On System Hibernation

----------------------------------------------------

State : Enabled

Time Range

--------------------------------

time_range_mon

time_range_sun

Power Saving Configuration On Port LED

------------------------------------------

State: Enabled

Time Range

--------------------------------

time_range_1

time_range_2

time_range_3

Power Saving Configuration On Port

------------------------------------------

State: Disabled

Port        Time Range

-------    --------------------------------

1           time_range_mon

2           time_range_tue

            time_range_wen

3           time_range_thir

           time_range_fri

           time_range_sun

DES-XXXXS:admin#


1-7-2  config power_saving led
Purpose
This command is used to add or delete the power saving schedule on the port LED.
Format
config power_saving led [ [add | delete] time_range <range_name 32> | clear_time_range ]
Description

This command is used to add or delete the power saving schedule on the LED of all ports. When any schedule is up, all port’s LED will be turned off even device’s LED working on PoE mode.

Note: 
1. The port LED admin state (configured using the command ‘config led state’) gets high priority. If the port LED admin state is disabled, all ports’ LED will always be turned off.
2. Currently only three time ranges are supported.
Parameters

	Parameters
	Description

	add
	Add or delete a time range.
A non-existed time-range allows to be added but does not take effective until create the time range.

To add a repeated time range or delete a non-existed time range, a success message will be feedback.

	delete
	

	time_range
	Specifies the name of the time range.

	clear_time_range
	Specifies to clear all the time range of port LED.

	add
	Add or delete a time range.
A non-existed time-range allows to be added but does not take effective until create the time range.

To add a repeated time range or delete a non-existed time range, a success message will be feedback.

	delete
	


Help message

Used to add or delete the power saving schedule on the port LED.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	No
	No


Examples

To add a time range named “range_1” on port LED:

	DES-XXXXS:admin# config power_saving led add time_range range_1

Command:  config power_saving led add time_range range_1

Success.

DES-XXXXS:admin#


1-7-3  config power_saving port
Purpose
This command is used to add or delete the power saving schedule on the port.
Format
config power_saving port [<portlist>| all ] [ [add | delete] time_range <range_name 32> | clear_time_range ]
Description

This command is used to add or delete the power saving schedule on the port. When any schedule is up, the specific port will be shut down (disabled).
Note: 
1. The port’s admin state has high priority. If the port’s admin state is disabled, the specific port will always be shut down (disabled).
2. Currently only three time ranges are supported.
Parameters

	Parameters
	Description

	portlist
	Specifies the port list.
For setting all ports in the system, you may use ‘all’ parameter.

	all
	

	add
	Add or delete a time range.
A non-existed time-range allows to be added but does not take effective until create the time range.

To add a repeated time range or delete a non-existed time range, a success message will be feedback.

	delete
	

	time_range
	Specifies the name of the time range.

	clear_time_range
	Specifies to clear all the time range of port on the specific port.


Help message

Used to add or delete the power saving schedule on the port.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	No
	No


Examples

To add a time range named “range_1” on port 1:
	DES-XXXXS:admin# config power_saving port 1 add time_range range_1

Command:  config  power_saving port 1 add time_range range_1

Success.

DES-XXXXS:admin#


1-7-4  config power_saving hibernation
Purpose
This command is used to add or delete the power saving schedule on system hibernation.
Format
config power_saving hibernation [ [add | delete] time_range <range_name 32> | clear_time_range ]
Description

This command is used to add or delete the power saving schedule on system hibernation.

When the system enters hibernation mode, the Switch will go into a low power state and be idle. It will shut down all the ports, all network function (telnet, ping, etc.) will not work, and only the console connection will work via the RS232 port. And if the switch is an endpoint type PSE (Power Sourcing Equipment), the switch will not provide power to the port.
Note: 

1. There are three ways to wake up the system:

(1) By using the schedule. After the time is up, the switch will go back to normal status.

(2) By entering a command using the console port.

a. Use the command “config power_saving mode hibernation disable” to disable the power saving hibernation function.

b. Use the command “config power_saving hibernation clear_time_range” to remove the time range.

(3) By removing the power cord and inserting it again if the configuration has not been saved.

2. Currently only three time ranges are supported.

Parameters

	Parameters
	Description

	add
	Add or delete a time range.
A non-existed time-range allows to be added but does not take effective until create the time range.

To add a repeated time range or delete a non-existed time range, a success message will be feedback.

	delete
	

	time_range
	Specifies the name of the time range.

	clear_time_range
	Specifies to clear all the time range of system hibernation.


Help message

Used to add or delete the power saving schedule on system hibernation.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	No
	No


Examples

To add a time range named “range_1” on system hibernation:
	DES-XXXXS:admin# config power_saving hibernation add time_range range_1

Command: config power_saving hibernation add time_range range_1

Success.

DES-XXXXS:admin#


1-7-5  config power_saving
Purpose
This command is used to set the power saving state.
Format
config power_saving mode { link_detection | length_detection | led | port | hibernation } [enable | disable]
Description

This command is used to set the power saving state.

For link detection and length detection function, they apply to the ports with copper media.

If the power saving link detection state is enabled, the power is saved by following mechanisms:
1. When no links are detected on the port, the port will automatically turn off and will only wake up the second a single link pulse is sent. While the port is turned off, a simple energy-detect circuit will continuously monitor energy on the cable. The moment energy is detected; the port will turn on fully as to the IEEE specification’s requirements. The power saving function is performed while no link is detected and it will not affect the port capabilities while the link is up.
2. When a link is detected on the port, for a shorter cable, the power consumption will be reduced by lowering the signal amplitude, since the signal attenuation is proportional to the cable length. The port will adjust the power based on the cable length and still maintain error free applications from both sides of the link. This mechanism is only available using the hardware support cable diagnostics function.

If the power saving state of port is disabled, all power saving schedules of port will not take effect.

If the power saving state of port LED is disabled, all power saving schedules of port LED will not take effect.

If the power saving state of system hibernation is disabled, all power saving schedules of system hibernation will not take effect.
Parameters

	Parameters
	Description

	link_detection
	Specifies the power saving link detection state. 
The default state is enabled.

	length_detection
	Specifies the length detection used. 
The default state is enabled.

	led 
	Specifies to configure the power saving state of port LED.
The default state is disabled.

	port
	Specifies to configure the power saving state of port.
The default state is disabled.

	hibernation
	Specifies to configure the power saving state of system hibernation.
The default state is disabled.

	
	If no parameter is specified, all the power saving state will be configured.


Help message

Used to display the setting of power saving function.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	No
	No


Examples

To enable the power saving state of port, hibernation:

	DES-XXXXS:admin# config power saving mode port hibernation enable

Command: config power saving mode port hibernation enable

Success.

DES-XXXXS:admin#


1-7-6  config led state
Purpose
This command is used to configure the LED admin state of all ports.
Format
config led state [enable | disable]
Description

This command is used to configure the LED admin state of all ports.

When the port LED admin state is disabled, the LED of all ports will be always turned off. And, if the port LED admin state is enabled, the LED’s state of port will be controlled by port’s link status or by LED status of PoE or by the LED power saving schedule.
Parameters

	Parameters
	Description

	state
	Specifies the LED admin state of all ports. 

The default state is enabled.


Help message

Used to configure the LED admin state of all ports.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	No
	No


Examples

To disable the LED admin state:

	DES-XXXXS:admin# config led state disable

Command: config led state disable
Success.

DES-XXXXS:admin#


1-7-7  show led
Purpose
This command is used to display the setting of all port’s LED admin state
Format
show led 
Description

This command is used to display the setting of all port’s LED admin state.
Parameters
None
Help message

Used to display the setting of all port’s LED admin state
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To display the setting of all port’s LED admin state:
	DES-XXXXS:admin# show led

Command: show led

Port LED state: Enabled

DES-XXXXS:admin#


1-8  UDP Helper
UDP Helper Command Summary Table:
	ID
	Command Syntax
	Note

	1
	enable udp_helper
	

	2
	disable udp_helper
	

	3
	config udp_helper udp_port [add | delete] [time | tacacs | dns | tftp | netbios-ns | netbios-ds | <port_number 0-65535>]
	

	4
	config udp_helper server [add | delete] ipif <ipif_name 12> <ipaddr>
	

	5
	show udp_helper {udp_port | ipif <ipif_name 12>}
	


1-8-1  enable udp_helper
Purpose
It is used to enable UDP Helper function on the switch
Format
enable udp_helper
Description

The enable udp_helper command enables the UDP Helper function on the switch
Parameters
None
Help message

It is used to enable the UDP Helper function on the switch.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To enable the UDP Helper function:
	DES-XXXXS:oper#enable udp_helper 

Command: enable udp_helper 

Success.

DES-XXXXS:oper#


1-8-2  disable udp_helper
Purpose
It is used to disable UDP Helper function on the switch
Format
disable udp_helper
Description

The disable udp_helper command disables the UDP Helper function on the switch.
Parameters
None
Help message

It is used to disable the UDP Helper function on the switch
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To disable the UDP Helper function:

	DES-XXXXS:oper#disable udp_helper 

Command: disable udp_helper 

Success.

DES-XXXXS:oper#


1-8-3  config udp_helper udp_port
Purpose
It is used to add/delete a UDP port for UDP Helper function on the switch..

Format
config udp_helper udp_port [add | delete] [time | tacacs | dns | tftp | netbios-ns | netbios-ds | <port_number 0-65535>]
Description

This command is used to add/delete a UDP port for UDP Helper function on the switch.

The default UDP port is NULL. The max ports numbers can be configured is project dependent support.
Parameters

	Parameters
	Description

	add
	Add a UDP port for UDP Helper function.

	delete
	Delete a UDP port for UDP Helper function.

	time
	Time service, the UDP port number is 37.

	tacacs
	Terminal Access Controller Access Control System service, the UDP port number is 49.

	dns
	Domain Naming System, the UDP port number is 53.

	tftp
	Trivial File Transfer Protocol, the UDP port number is 69.

	netbios-ns
	NetBIOS Name Server, the UDP port number is 137.

	netbios-ds
	NetBIOS Datagram Server, the UDP port number is 138.


Help message

It is used to add/delete a UDP port for UDP Helper function.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To add a UDP port:

	DES-XXXXs:oper#config udp_helper udp_port add 55

Command: config udp_helper udp_port add 55

Success.

DES-XXXXS:oper#


1-8-4  config udp_helper server
Purpose
It is used to add/delete a UDP Helper server address for specific interface of switch
Format
config udp_helper [add | delete] ipif <ipif_name 12> <ipaddr>
Description

This command is used to add/delete a UDP Helper server address for specific interface of switch.

The max helper-address on every interface can be configured is project dependent support.
Parameters

	Parameters
	Description

	add
	Add a server address for UDP Helper function.

	delete
	Delete a server address for UDP Helper function.

	<ipif_name 12>
	The name of the IP interface of Switch that receives UDP broadcast.

	<ipaddr>
	The UDP Helper server IP address


Help message

It is used to add/delete a server address for UDP Helper function
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To add a server address for System interface:
	DES-XXXXs:oper#config udp_helper add ipif System 20.0.0.90

Command: config udp_helper add ipif System 20.0.0.90

Success.

DES-XXXXS:oper#


1-8-5  show udp_helper
Purpose
It is used to display the current UDP Helper configuration on the switch.
Format
show udp_helper {udp_port | ipif <ipif_name 12>}
Description

This command is used to display the current UDP Helper configuration on the switch.
Parameters

	Parameters
	Description

	udp_port
	The UDP port configured for the UDP Helper.

	<ipif_name 12>
	The name of the IP interface of Switch that configured UDP Helper.


Help message

It is used to display the current UDP Helper configuration..

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To display the current UDP Helper configuration:

	DES-XXXXs:user#show udp_helper

Command: show udp_helper

UDP Helper Status         : Disabled
Application         UDP Port

------------        ---------------
Time Service        37

DNS                   53

TFTP                  69

NetBIOS-NS          137

User App1           55

User App2           70

Interface           Address
------------       --------------- 

System              20.0.0.90

                     20.0.0.91

                     30.0.0.55

ip2                  20.0.0.91

                     30.0.0.55

DES-XXXXS:user#


To display the current UDP Helper all configured ports:

	DES-XXXXs:user#show udp_helper udp_port 

Command: show udp_helper udp_port 

UDP Helper Status         : Disabled

Application         UDP Port

------------        ---------------
Time Service        37

DNS                   53

TFTP                  69

NetBIOS-NS          137

User App1           55

User App2           70

DES-XXXXS:user#


To display the current UDP Helper for System interface:

	DES-XXXXs:user#show udp_helper ipif System 

Command: show udp_helper ipif System

UDP Helper Status         : Disabled

Interface           Server

------------       --------------- 

System              20.0.0.90

                     20.0.0.91

                     30.0.0.55

DES-XXXXS:user#


1-9  LBD
LBD Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config loopdetect 

{

recover_timer [ 0 | < sec 60-1000000>] 

| interval <sec 1-32767> 

| mode [port-based | vlan-based]

} (1)
	

	2
	config loopdetect ports [<portlist> | all] state [enable | disable ]
	

	3
	show loopdetect
	


1-9-1  show loopdetect
Purpose
Used to display the LBD global configuration.
Format
show loopdetect
Description

This command is used to display the LBD global configuration
Parameters
None
Help message

Used to show the per-port or per-VLAN limited IP multicast address range.

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To show the LBD global settings
	DES-XXXXS:4#show loopdetect

Command: show loopdetect

LBD Global Settings

----------------------------------

Status              : Enabled

Mode                : VLAN-based

Interval           : 20 sec

Recover Time      : 60 sec

Trap State         : None
Log State          : Enabled

Function Version  : 4.04

DES-XXXXS:4#


1-9-2  config loopdetect
Purpose
Used to configure the loop-back detection function on the Switch
Format
config loopdetect 

{

recover_timer [0 | <sec 60-1000000>]
| interval <sec 1-32767> 
| mode [port-based | vlan-based]

} (1)
Description

This command is used to setup the loop-back detection function (LBD) for the entire Switch.
Parameters
	Parameters
	Description

	recover_timer
	The time interval (in seconds) used by the Auto-Recovery mechanism to decide how long to check before determining that the loop status has gone. The valid range is from 60 to 1000000. 0 is a special value that specifies that the auto-recovery mechanism should be disabled. When the auto-recovery mechanism is disabled, a user would need to manually recover a disabled port. The default value for the recover timer is 60 seconds.

	interval
	The time interval (in seconds) that the device will transmit all the CTP (Configuration Test Protocol) packets to detect a loop-back event.

The default setting is 10 seconds. The valid range is from 1 to 32767 seconds.

	mode
	Specify the loop-detection operation mode. In port-based mode, the port will be shut down (disabled) when loop has been detected In VLAN-based mode, the port cannot process the packets of the VLAN that has detected the loop.


Help message

Used to configure the LBD parameters.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To set the auto-recover time to 0, which disables the auto-recovery mechanism, the interval to 20 seconds and specify VLAN-based mode:

	DES-XXXXS:4# config loopdetect recover_timer 0 interval 20 vlan-based

Command: config loopdetect  recover_timer 0 interval 20 vlan-based

Success.

DES-XXXXS:4#


1-9-3  config loopdetect ports
Purpose
Used to configure the loop-back detection function for the ports on the Switch.
Format
config loopdetect ports [<portlist> | all] state [enable | disable ]
Description

This command is used to setup the loop-back detection function for the interfaces on the Switch
Parameters
	Parameters
	Description

	ports
	<portlist>
	Specify the range of ports that LBD will be configured on.

	
	all
	To set all ports in the system, you may use the “all” parameter.

	state
	Specify whether the LBD function should be enabled or disabled on the ports specified in the port list. 
The default state is disabled.


Help message

Used to configure the LBD state of the ports.

Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To enable the LBD function on ports 1:1-1:5:
	DES-XXXXS:4# config loopdetect ports 1:1-1:5 state enable
Command: config loopdetect ports 1:1-1:5 state enable
Success.

DES-XXXXS:4#


To disable the LBD function on ports 1:1-1:5:
	DES-XXXXS:4# config loopdetect ports 1:1-1:5 state disable
Command: config loopdetect ports 1:1-1:5 state disable
Success.

DES-XXXXS:4#


2

